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� Founded 1999, $65 million venture financing

– Strategic Financing: Cisco, Telus, Macrovision

– VCs: Bear Stearns (NBC / Universal, Sony, Viacom / Paramount),  VantagePoint Ventures

� 75+ employees with global footprint: 10 offices wor ldwide

� World’s most deployed & integrated content security  vendor for IP video*

– 1.8M subscribers & customer provided subscriber projections reaching 48M

– 120+ customers

� Offers content protection & forensic watermarking

� IPR: 7 Patents, 45 pending patents

*ABI Research, 2004 – 2005; The Diffusion Group, 2006

The Company

Telco        Internet        Mobile        Cable         Satellite
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Robustness
Invisibility

Payload size

Watermarking

� What is digital watermarking?
(According to the DWA…)
– Digital watermarking is the 

process by which identifying data 
is woven into media content such 
as images, movies, music or 
programming, giving those objects 
a unique, digital identity that can 
be used for a variety of valuable 
applications. 

– Imperceptible to the human 
senses yet easily recognized by 
special software detectors, 

– a digital watermark remains
constant even through recording, 
manipulation and editing, 
compression and decompression, 
encryption, decryption and 
broadcast — without affecting the 
quality of the content.

So what does watermarking enables us to do?
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The Opportunity

� A mark, inserted by any device accessing 
the content, can indelibly tag the content 
with the ID of the device and the time of 
access.

Forensic

� A mark, inserted at transmission, can be 
used, by a reading device, to determine 
the intended release window and access 
conditions of the marked content.

Copy Control

� A mark, inserted at transmission, can be 
used, by a reading device, to determine 
the origin and authenticity of the content 
(c.f. the watermark in paper currency.)

CertificationSecurity

� An aggregator can tune its transmission 
to better suit the demands of end-users 
through the automated gathering of VOD 
purchases.

‘Buy rate’
monitoring for 
VOD

� Content owners can independently audit 
distribution of their content through third-
party CDNs.

Royalty tracking

� An advertising buyer can use 
watermarking to automatically log the 
running of commercials.

‘As Run’ loggingAuditing

DescriptionApplication

� Session-based 
Watermarking
– Invisible

– Indelible
– Unique to each instance 

of content delivery

� Logs content access
– Who
– When

– Route
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The Challenge
� Scalability

– Consider a CDN of say 100 thousand subscribers.
– Thinking of using post-production or digital cinema watermarker to uniquely mark 

each session?
– Then the following numbers will make you think again...

� Processing load
– To watermark each received stream would require at least 2.5 million MIPs of 

peak processing power.
– That would require a cluster of 1,000 servers.

� IO Bandwidth load
– The IO bandwidth for such a cluster would be huge.
– Assuming 4 Mb/s streams, the cluster would need to handle a peak load of 400 

Gbps!
– No problem for our cluster ;-)

� Cost
– = $5M

� What about the Internet?
– 765M subscribers (according to IDC End ’06)
– Millions of streams 
– (98% support Flash video)

So what is the solution?
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Possible solutions

� Compromise on specification
– Payload size
– Invisibility
– Robustness

� Push processing to the edge
– IO Bandwidth
– Cost
– Processing

� Client Server partitioning…
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CDN Dataflow Diagram

Watermarks at three key locations
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So what are the results?
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Widevine Mensor:
Digital Forensic Users
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Conclusion

� Further benefits
– Enhanced Security
– Easy Renewability
– Easy Portability

� Mensor scales
– Practically
– Economically
– Providing session-based watermarking to the largest CDNs.

� Results
– First to watermark content for IP video

– Tracked & identified over $3B in studio assets since 1999

– Cable & Satellite Product of the Year Award Winner IBC2006

– Widevine now secures, protects and marks Internet Flash for 
major broadcasters. See us: Booth# C1855


