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What is digital watermarking?
(According to the DWA...)
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The Opportunity

Session-based
Watermarking

— Invisible
— Indelible

— Unique to each instance
of content delivery

Logs content access
— Who
— When
— Route
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The Challenge

Scalability
— Consider a CDN of say 100 thousand subscribers.

— Thinking of using post-production or digital cinema watermarker to uniquely mark
each session?

— Then the following numbers will make you think again...
Processing load

— To watermark each received stream would require at least 2.5 million MIPs of
peak processing power.

— That would require a cluster of 1,000 servers.
IO Bandwidth load
— The 10 bandwidth for such a cluster would be huge.
— é%surlning 4 Mb/s streams, the cluster would need to handle a peak load of 400
ps!
— No problem for our cluster ;-)
Cost
- =$5M
What about the Internet?
— 765M subscribers (according to IDC End '06)
— Millions of streams
— (98% support Flash video)
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Possible solutions

Robustness

Invisibility
Compromise on specification

— Payload size

— Invisibility Payload size

— Robustness R," =R,

Push processing to the edge

— 10 Bandwidth Distributed
— Cost Client software
— Processing

Client Server partitioning...

Copyright © Widevine® Technologies 2007 CONFIDENTIAL



WiDEViINE

TECHMNOGLOUGIES

CDN Dataflow Diagram

Subscriber

Watermarks at three key locations
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Widevine® Mensor WiDEVINE
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Widevine Menso WiDEViINE
Digital Forensic Users TECHNOLOGIES
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Further benefits
— Enhanced Security
— Easy Renewability
— Easy Portability

Mensor scales
— Practically

— Economically
— Providing session-based watermarking to the largest CDNSs.

Results
— First to watermark content for IP video

— Tracked & identified over $3B in studio assets since 1999
— Cable & Satellite Product of the Year Award Winner IBC2006

— Widevine now secures, protects and marks Internet Flash for
major broadcasters.
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