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SYNOPSIS 
 
With ever increasing complexity in the distribution 

and delivery systems, how can providers manage 

content, without modifying it, while keeping costs 

low?   

Media Fingerprinting is an emerging technology that 

is gaining momentum and has far reaching benefits 

for content creators, providers and distributors alike.  

What is Media Fingerprinting and what are its current 

applications?  How could standardization help 

promote this useful technology?  This paper will 

address all of these issues and provide some answers. 

INTRODUCTION 

As our environment in the media industry gets more 

sophisticated and more complex and more 

diversified, it becomes harder and harder to manage 

the actual media itself.   

There are large amounts of equipment and processes 

and switching or routing points which media must 

pass through and any one of these has the potential to 

distort or alter the media or in the worst case, fail 

altogether.  This combined with the increasing 

number of channels and data paths that the media can 

travel on only complicates matters.   

The number of opportunities for problems and 

failures is increasing and the ability to monitor these 

is tough due to budget constraints and impossible 

logistics.  The occurrences of missed revenue due to 

uncompensated play-outs or lost revenue due to 

paying for play-outs that never occurred are 

increasing.  The end quality that the consumer is 

actually seeing is just as hard to monitor.   

How can a content provider or distributer get a 

handle on all of the above?   

Media Fingerprinting !   

WHAT ARE MEDIA FINGERPRINTS? 

Media Fingerprints, in the simplest terms, are a form 

of identification. Media Fingerprinting is the art, or 

algorithm, of identifying component characteristics 

of a source and then reducing it into a fingerprint that 

can uniquely identify it. 

 In the human world we use the 

characteristics on the ends of 

our fingers, namely the ridges 

and whorls, curves and arches 

as the components of 

identification.  We use these 

components to provide a means 

of identification to differentiate 

between two people without 

having to have either person present.  This 

identification will continue to be valid as the person 

grows and changes throughout their lifetime. 

Video and Audio streams and files also have 

characteristics which can be used to identify them.  

These characteristics can be utilized in the media 

world to identify audio or video media at various 

stages in the mediaôs life cycle.  The media can be in 

the form of files or streams and an identifying 

fingerprint can be extracted from this media without 

altering the media.   

The identifying fingerprint can either be stored in a 

central database or in distributed databases and used 

to compare the media further downstream or 

retrospectively.  The prints can also be sent along 

with the media on a separate channel or other 

transport medium such as an Ethernet link. 

 A fingerprint does not modify or alter the original 

content.  In fact, after the fingerprint has been 

ñextractedò there is no indication that a fingerprint 

was ever generated.  Media fingerprints are very 

similar to the fingerprints we give to authorities on a 
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regular basis.  The origination of our human 

fingerprint does not alter our body in any way once 

the ink is wiped off.  Of course, generation of our 

fingerprint does not require an algorithm.  These 

fingerprints are stored and then compared as needed.   

In order for these unique identifiers to be useful, they 

must be robust, meaning they are able to survive 

intact throughout the communication path and 

through all of the various stages of the mediaôs life.  

Fingerprints should be resistant to ordinary signal 

processing including up-down conversion and other 

format changes. 

  Another useful quality is being efficient.  While 

being robust, they should not require lengthy and 

process intense calculations in order to be useable in 

a wide variety of situations. They should only use a 

small fraction of the resources on a typical PC.  If 

they were inefficient, then smaller processing cards 

would not be able to handle them or the amount of 

time it would take to generate a fingerprint would not 

allow real-time or virtually real time assessment of 

media.   

Fingerprints should also be efficient in terms of quick 

searches within a database.  As the number of prints 

stored in databases increases, a print that is easily 

searchable will be a positive asset. 

The underlying algorithm and the selection of 

characteristics determine the value and strength of a 

fingerprint.  Choosing the correct fingerprint 

generation algorithm is critical to having an 

identification system that can be counted on.  A 

fingerprint is only as good as its underlying 

technology.  

Fingerprint Generation Methods  

Currently there are various implementations used in 

the generation of fingerprints.  Generically speaking, 

these are usually level based and taken over a period 

of time.  Some use luminance characteristics, while 

others use transitions, edges, peaks, and frequency, 

motion or color characteristics.  

A fingerprint is generated by looking at these 

particular characteristics and then using a formula to 

condense the data down into a small representation, 

usually a numerical value which can be stored in a 

database, allowing easy searches later on or it can 

travel with the media on another channel or by other 

means.   

Generally in order to construct a fingerprint, different 

components of the media are identified.    These 

components are then measured and condensed 

through a variety or algorithms into a value that 

represents that media at that instant.  This sequence is 

repeated over and over several times a second for 

some methods and every couple of seconds for 

others, to produce a vector of values that then 

represents the media over time.   This representation 

is unique to that particular source and can then be 

used downstream to verify its identity. 

There are several desirable properties of a fingerprint 

which generation schemes attempt to satisfy; 

Robustness, Efficiency (in generation and Database 

Searching), and Validation that two different sources 

are uniquely distinguishable.  However, the methods 

for audio and video are different as both sources have 

different components of interest.  

Audio Schemes  

Some common Audio Fingerprinting schemes look at 

areas of high transitions and/or peaks such as in a 

spectrogram or set of interest points.  Other methods 

of audio feature extractions include mapping high 

dim space of audio samples to low dim feature space.   

A frequent method of generating a fingerprint for 

audio media is to create a spectrogram (see below) of 

the signal.  An audio spectrogram displays energy as 

a function of time and frequency and this will allow 

all of the local peaks to be displayed.  

 

MPEG-7 references an audio signature description 

scheme where the spectral flatness descriptor is noted 
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to specifically support robust matching of audio 

signals.  The fingerprint is referred to as a 

ñcondensed representation of an audio signal 

designed to provide a unique content identifier for the 

purpose of robust automatic identification of audio 

signals.ò [8] 

Audio fingerprinting is deemed less reliable than 

video fingerprinting since audio files are easier to 

change and manipulate.  ñMash-upsò occur where 

some content, usually unauthorized, is then overlaid 

with a new audio track and since the audio is 

different from the original it would go undetected if 

only the audio was checked.  This also happens when 

videos are dubbed with other languages for showing 

in foreign countries, or if a music track was laid over 

an NBA video clip.  If video fingerprinting was also 

considered along with the audio or instead of the 

audio fingerprint it would allow recognition. 

Video Schemes 

MPEG-7 also describes the use of descriptors in 

video content, called Visual Description Tools that 

cover the following basic visual features: Color, 

Texture, Shape, Motion, Localization, and Face 

recognition. Each category consists of elementary 

and sophisticated Descriptors.[8] 

A common video fingerprint generation scheme 

relies on color histograms which keep track of the 

number of pixels, despite position, that fall into a set 

of certain colors.   These are looked at over a period 

of time.   Histograms can be utilized for any of the 

color descriptors mentioned above.  Histograms can 

also be used for luminance, texture and shape 

descriptors.    

Block mean luminance, or difference of block mean 

luminance can also be captured and used as the 

descriptor.  This is also true of differential block 

luminance, scene boundaries or dominant color 

schemes.   Another implementation looks at high 

transition areas. 

Another method is to use centroids of gradient 

orientations (see picture below) where the gradient 

orientation is the direction in which the directional 

derivative has the largest value. [9] For instance, if 

we were just looking at black and white color and 

black had the greater value then the gradient would 

point in the direction in each space in time that the 

color went from white to black.  The centroid would 

find the center of these.  So it would basically show 

changes with respect to color.  A luminance version 

would focus on the center of brightness. 

 

To generate a video fingerprint, the video must first 

be decoded, although there are some companies 

attempting this with compressed video, and then 

feature extraction algorithms are applied.  The 

fingerprints themselves cannot be used to recreate the 

original content. Each fingerprint stores a statistical 

sample, using sophisticated techniques to hide the 

exact features that the fingerprints are based on, thus 

protecting them from pirates or collusion attacks. 

For robustness against frame rate conversion, it is 

helpful to create the fingerprints from a group of 

video frames rather from individual frames.  

(Geometric attacks and frame rate conversion attacks 

are the most challenging).     

To help with frame rate conversion it is useful to 

make the interval be related to the frames per second 

(fps).  For instance if the lowest frame rate we were 

worried about was 12fps ï then we would want to 

generate a fingerprint every 1/12 of a second.  This 

ensures that the fingerprints or extracted features are 

not relying on one frame but rather on a group of 

frames.  Sticking to the center of the frame of video 

also helps make the fingerprint resilient to cropping, 

rotation, format conversion, and the addition of logos 

and other text, typically placed in the bottom 1/10 of 

the screen.   [9] 

 

ARE FINGERPRINTS KNOWN BY OTHER 

NAMES?  Yes!  
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Fingerprints are called a variety of names;  

ï      Digital Signatures  

ï      A/V Signatures  

ï      Digital Reference Files  

ï      Description of the Media (descriptor)  

ï      Data Correlations   

ï      Feature Vectors 

ï      Robust hash 

ï      Short Digests 

They are sometimes referred to as hashing algorithms 

or hash value comparisons.    

A hash value comparison (HVC) is actually a 

predecessor of fingerprinting.   HVCs can only 

determine absolute equality or non-equality of files. 

Thus it may fail even when two video segments are 

perceptually the same.  HVCs cannot help in 

identifying similar content for example shorter length 

videos, or different resolutions or videos that have 

been modified slightly by rotating, blurring, 

cropping, insertions and frame rate conversions or 

where the audio track has been modified. 

Fingerprints are also often referred to as watermarks.  

It is easy to understand why fingerprints and 

watermarks get confused since both are small and 

both are used to identify media content.  However, 

fingerprints and watermarks are in fact quite 

different.  

HOW ARE THEY DIFFERENT FROM 

WATERMARKS?  

Media Fingerprinting differs significantly from 

Watermarking in that it does not rely on embedding 

codes directly into the content in order to identify 

media further downstream in the delivery chain. 

Do they modify the content?  

Fingerprints differ from watermarks by one main 

fundamental practice:  Watermarks alter the media.    

They physically embed information into the video 

and/or audio signal or stream. 

Fingerprints do not.  Fingerprinting only analyzes the 

media and focuses on a set of inherent properties to 

extract a representation of that media.  

A familiar way to think of a watermark is to think of 

a tattoo.  When a person receives a tattoo, their body, 

or their content, has been altered.  Data has been 

added to them.  A digital watermark is similar.  After 

the watermark has been created it is inserted into the 

content, thus altering the actual media.  A watermark, 

usually a repeated value, is often embedded into 

every frame of the media.   Whereas a fingerprint 

does not change the original data, it only looks at the 

data and makes note of certain characteristics that are 

unique to that piece of 

media.   

Watermarks can be 

visible or very discrete 

and imperceptible.  

This again is similar to 

tattoos.  A large, ñI 

Love Momò tattoo 

placed on the arm is 

easily visible whereas a small discretely placed 

butterfly tattoo on the hip is not noticeable without a 

more in-depth investigation.  

Visible watermarks often appear as Station IDs or 

Network Logos and are intended by design to be seen 

as a part of the stationôs branding or identification.  

These watermarks are not necessarily used for 

security purposes. 

Watermarks can also be invisible to the eye and are 

often discretely placed, making them undetectable to 

the casual observer.  These are inserted for security 

purposes and used for content protection and rely on 

nobody finding them and thus removing them. 

A fingerprint is an actual representation of the 

component characteristics of the media itself whereas 

a watermark does not have to be derived from the 

media and could be completely unrelated to the 

media itself.  A watermark should however uniquely 

brand the media so that two copies of the same thing 

could be distinguished. 
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Are they u nique?  

Since a fingerprint is taken from the characteristics of 

the source, the fingerprint will be unique for that 

source.  However, the fingerprint cannot tell apart 

two copies of the same source as they would produce 

the same fingerprint.   

Watermarks are not necessarily unique.  A watermark 

is usually created using a seed value, commonly 

referred to as a key, in an algorithm which then 

produces a value that is inserted into the media.  This 

value could be an ownership ID and the same ID 

could be created for several pieces of media.  The 

watermark is created separately and consequently is 

not interconnected to the media itself. 

Can they be removed?  

One potential fault of a watermark is that it can be 

removed.  If the watermark is known and can be 

found, then it can be removed.   

A tattoo can be removed.  It may be a painful and 

tedious process but it can be removed.  Sometimes it 

can be removed cleanly and sometimes it leaves 

marks.   

 Likewise, watermarks can be removed from media.  

The large and easy to find watermarks may be easier 

to remove than the smaller imperceptible ones, but it 

can be done.  In order to remove the smaller ones, 

someone would need to know what they were 

looking for and where to find it, meaning they would 

need the algorithm and the key.  Once the watermark 

is removed, the media is suddenly untraceable.  

Fingerprints cannot be removed since they were 

never inserted in the first place.  Fingerprints cannot 

be transformed or altered even if the format of the 

source or resolution of the source is changed.  

Fingerprints are based on the characteristics of a 

source and if the underlying logic has taken into 

consideration various format and resolution changes 

that can happen, then the fingerprint characteristics 

should survive downstream manipulation. 

Survive manipulation of content?  

Fingerprints are more robust than watermarks and are 

created to survive manipulation. 

Fingerprints can survive: 

ï      Up and down conversion 

ï      Encoding and decoding for video  

ï      Encoding and decoding for audio  

ï      Audio level conversion  

ï      Insertion of watermarks / logos 

ï      Resizing and spatial conversion 

ï      Compression 

SUMMARY   

Fingerprints vs. Watermarks Fingerprint  Watermark  

Content Remains Unchanged Yes No 

Unique Yes Not Necessarily 

Can be removed No Yes 

Used Retrospectively Yes No 

Survive Manipulation/Processing of Content Yes Limited  

Compatible with all devices in delivery Chain Yes No 

Print Stored Separately Yes No 

Proprietary  Yes Yes 



6 
 

ï      Frame rate / temporal conversion 

ï      Cropping, blurring, rotation 

ï      Signal distortions ï filtering  

Watermarks, on the other hand, may not survive 

manipulation depending on where and how they are 

placed.  Especially difficult are spatial and temporal 

conversions, which can cause the watermark to 

become unrecognizable. 

Watermarks may not survive and if they are in certain 

parts of the frame such as the VANC or the HANC, 

downstream devices must be careful to preserve 

them.  Watermarks are not desirable on active video 

and audio. 

Watermarks are more susceptible to collusion attacks 

where several people work together comparing 

copies of watermarked material, attempting to find a 

pattern or mixing copies together to combine the 

information in an attempt to render the watermark 

unrecognizable. 

Applied retrospectively ? 

Fingerprints can be used to look backwards.  

Fingerprints can be created at one point in time and 

then applied backwards to look at data in the past.  

For example, today we could create a fingerprint, or 

series of fingerprints, of the classic movie, ñBreakfast 

at Tiffanyôsò.   We could then take the fingerprint(s) 

and run comparisons against recorded broadcasts 

from a day or years ago and determine if and when 

the movie was broadcast.  This content matching 

could display the frequency of the broadcasts and if 

we fingerprinted the entire movie we could determine 

any hiccups in transmission it had along the way. 

A watermark cannot be applied after the fact.  There 

is no way to go back in time and determine if a 

certain piece of media was played by using a 

watermark as it needs to be added to the media in 

order to be traced.  It can only be traced from the 

moment of insertion. 

HOW ARE FINGERPRINTS USEFUL?  

Fingerprinting technology can be applied to many 

applications. These applications address key 

challenges faced by content owners, broadcasters, 

distributors, and operators today as they try to reduce 

operation expenses while at the same time dealing 

with higher channel counts and increasingly complex 

distribution and delivery systems.  Content is 

continually moving to the internet, which hugely 

complicates management.  User generated, or 

modified, content is increasing as are the sites which 

provide a mechanism for sharing such content.  

Fingerprinting can help everyone get a handle on 

their content. 

Applications for Managing Content  

These applications focus on comparisons of the 

content for various forms of validation.  These 

include, but are not limited to, content matching and 

verification to validate correct play-out and delivery, 

ad-insertion, cataloguing and general monitoring. 

Content Verification  

Content Matching is used to validate correct play-out 

and delivery in a complex, multi-channel play-out 

system.   

Verifying that the correct content was shown to the 

correct users at the correct time and for the correct 

duration can be difficult to monitor.  Using 

fingerprints allows automation to keep track of what 

was playing and when and for how long.  It can alert 

someone if operations are not proceeding as 

expected.  Fingerprinting can show if the actual 

source differs from the expected source. 

Transmission verification is extremely important as 

not many broadcasters or content providers are in 
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complete control of their content distributors or 

transmissions.  It is nearly impossible and expensive 

for them to monitor the end points to be certain that 

what they think they are sending is actually reaching 

the destination.     

However, with fingerprint technology, fingerprint 

generators can be installed at all end points.  The 

prints of the content that actually played out can then 

be compared to what either left the station or site of 

origination, or it can be compared to a master 

schedule to determine what was supposed to have 

played out.   This requires a fingerprint comparison 

engine at either the ends or a centrally located one 

and a means of communication, such as Ethernet, for 

feedback and comparisons.  

Content verification with fingerprints can work to 

automate play-out monitoring.  Automation can 

follow the path of the media and determine if and 

when it made it to the customer and if not where the 

failure occurred.  This reduces the labor costs 

associated with constant monitoring.  It also reduces 

the errors, as the fingerprints could pick up on subtle 

problems that might be missed by a human operator. 

 

Ad Insertion  Verification  

Content Matching is used to verify correct Ad 

Insertion in a downstream system.  

Validation of Ad insertion, particularly when Ad 

insertion occurs downstream in cable and IPTV 

distribution systems is an important application.  It is 

also difficult to determine if the commercial that was  

slated for a certain timeslot was 

actually played out at that time, in 

its original form, and in its 

entirety. 

Businesses want to know if the 

commercial they paid for aired, and when, and if it 

was pre-empted or altered.  Sometimes ads can be 

censored or the audio can be changed or altered in 

some way.  Sometimes affiliates opt to let a local 

advertisement or show run in place of the scheduled 

show.  Sometimes, there are switching problems that 

select the wrong source or transmission problems that 

prevent the source from actually reaching the 

customer either in its entirety or for a period of time.  

These situations are often difficult to detect until 

customers start calling in with complaints. 

Businesses also want to know if they got the full time 

slot they paid for.  If they paid for a 60 second 

commercial, then they want to get a 60 second 

commercial and not a 30 second version.  This is a 

common problem for networks that send content to 

their affiliates only to have them pre-empt the 

program for some other local program or 

advertisement.  It is particularly hard to monitor since 

these are often remote to the central office and the 

cost of employing someone to monitor 24x7 is 

prohibitive.   

Media monitor ing  

Transmissions can be monitored using fingerprints.  

The monitoring can be retrospective allowing stations 

and advertisers a way to analyze the effectiveness of 

their own offerings and those of competitors.   

For instance, a company selling breakfast cereal 

could monitor the distribution and frequency of their 

competitorôs commercials and compare their 

competitorôs success or failure to their own in regards 

to how much cereal consumption increased or 

decreased since they started airing those 

commercials.  This would allow them to alter their 

strategy and consequently market smarter.  This may 

lead to content monitoring for behavioral advertising. 

Cataloguing  

Media Fingerprints are useful for cataloguing data 

and allowing searches and lookups.  Video 

fingerprinting is an important tool for persistent 

identification of media content and when combined 

with audio can allow lookups of numerous 

audiovisual sources. 

Letôs imagine you are listening to the radio or 

watching a program and you would like to know 

what just played, it could be possible for a device to 

determine the source based on the fingerprint.  

As more and more videos make it onto the internet 

there is going to be a need for indexing and 

organizing the many sources.  Fingerprinting is one 

method that shows promise since they do not take up 



8 
 

much room, especially now that there has been 

success with using compressed files to generate the 

prints.  Instead of having to generate prints for 50GB 

of data, they could instead only look at 4 GB of data.  

The DIVAS project, based in the EU, is currently 

researching these ideas and making headway. 

In this case your company handles management of 

large databases or video or audio clips or files.  The 

database is filling up and you would like to remove 

duplicates without having to view each one.  Since 

these files can easily be renamed, cleaning and 

organizing the database on the basis of name 

comparison is not dependable.   

Fingerprints can aid in database searching, allowing 

users to search for content based on a small clip of 

video or a few seconds of audio.  Fingerprints can 

assist with database cleaning by searching for 

duplicate media.  They can automatically detect the 

duplicates and allow them to be removed; triggering 

alerts if they find copyrighted material before or after 

removing it from the database.  

As file based media grows, especially since it is easy 

to change the name of a file, this may be the only 

way to determine if two files are identical without 

actually viewing both files in their entirety.  These 

fingerprints coupled with some logic could also 

associate metadata with files as they find them 

allowing them to be organized by certain qualities.     

 
Applications for Managing Security  and 

Piracy  

Due to several factors piracy is 

widespread in the media industry.  

Digital media is highly portable and 

easy to copy and distribute.  

Economical digital storage also 

assists the continuing problem of piracy.  Most 

current means of detecting these pirated copies 

requires a lot of human intervention and are not cost 

effective.   

As more and more people share media on the 

internet, the distribution of media is suddenly in the 

hands of everyday citizens rather than closely 

watched distributors that generally respected 

copyrights.  As the bandwidth increases and more 

and more applications improve media sharing making 

it faster and simpler, the problems of piracy will only 

enlarge.  The internet distribution infrastructure needs 

new methods for handling the management of content 

in order to fully utilize the platform. 

Even a video that has been pirated by someone using 

a video camera in a theatre to tape it will still be 

detectable using fingerprints.  However, audio 

fingerprints are not as resistant to manipulation.  

Media content should not be identified based solely 

on an audio fingerprint. 

Content aggregators allow users to upload media to 

their sites, such as YouTube
TM

  and Yahoo! Video
 TM  

or any other site which allows the sharing of media.   

These sites need to protect themselves from copyright 

infringement. 

YouTube
TM 

 has recently utilized fingerprints to 

allow content owners some control over their content 

on their site.  Content owners can decide what level 

of use their content can have.  If a user tries to upload 

a video or audio piece that has been fingerprinted and 

a match occurs, the user will either be blocked from 

uploading, or they may need to pay a small fee or 

they may just have to have a link put in that says, 

ñBuy this nowò.  Fingerprints are helping YouTube
TM 

avoid lawsuits by protecting content owners and 

fingerprints are helping content owners by providing 

another form of potential revenue. 

Fingerprinting can help 

authorities track down 

unauthorized videos and 

audio recordings.  This 

can be accomplished on 

a site by site basis or 

with web crawlers.  They can determine the presence 

of unauthorized content in a database and remove it 

or make other arrangements with the content owner. 

Content owners and providers want to keep track of 

and know when pirated content is played.  Media can 

be compared against known copyrighted material and 

action, either automated or with human intervention, 

can occur when pirated content appears.  This 

matching can take place in databases and streams and 

alternate delivery platforms such as web delivery. 
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Companies can track the escape of confidential 

recordings or videos.  If these recordings were 

fingerprinted, or are fingerprinted later on, the 

content can then be searched for and distributors can 

be on the lookout for that content. 

Authorities can track the distribution of illegal 

content such as terrorist and child abuse videos.   

Applications for Managing Quality  

A side effect of complex delivery chains and multiple 

switching and transformation of the media, while 

necessary in a multiplatform environment, can lead to 

quality problems. 

Lip Sync  

Lip Sync or Audio Video Synchronization as it is 

also known, occurs when the video and audio 

experience different delays.  Video and Audio 

decoders are often in different chips and rarely talk to 

one another.  They may share clock samples at 

channel change or startup but otherwise audio and 

video have a great chance of synchronization errors.  

Fingerprints can be useful in detecting and correcting 

Audio to Video Delay in a distributed production and 

delivery system. 

 

The problem of lip sync can occur at many stages of 

the video life cycle.  Lip sync is what happens when 

Audio to Video Synchronization gets off a little bit.  

This happens frequently due to digital processing 

such as encoding and decoding causing delays which 

are different for audio and video sources.  Plus, 

different routes for the audio and video signals can 

increase the difference in delays.  It is not always 

possible to have a deterministic delay and some of 

these delays are dynamically varying which makes 

them hard to correct.   

Appropriate Audio/Video (A/V) Sync limits are 

established and the range that is considered 

acceptable for film is +/-22ms (+/-0.5 film frames).  

The range for video, according to the ATSC, is up to 

15 ms lead time and about 45ms (+/-15ms) lag time.   

Audio and Video Fingerprints can be used to 

correlate where the two sources should be in a 

correctly synchronized system.  The system can then 

report the problem to an operator or automatically set 

in motion the methods for correcting the problem. 

These correction systems can operate over long 

distances.  Each end will require a fingerprint 

generation system, but the comparison server can be 

located either locally on each remote location to 

compare the local source to the one sent to it.  Or, a 

centralized server can be utilized to handle larger 

amounts of data that need to be compared or to 

compare various outputs simultaneously.   

Mirandaôs version of Lip Sync detection and 

correction is known as the HLP-1801 Lip-sync Probe 

that resides inside the Densite frame.  This card has 

two fingerprint generation engines; one for the 

known source and one for the unknown destination 

signal.  This allows monitoring of both signals 

simultaneously.  The card can analyze up to 16 

channels of audio with an accuracy measurement of 

[+/-] one millisecond.  Our fingerprint itself is 

extremely small, only 4bytes per frame of content 

analyzed.    

First the HLP-1801 verifies that the content is the 

same as there is no need checking for lip sync if the 

sources are different.  If the two signals are deemed a 

content match then the system proceeds with lip-sync 

analysis.  If audio to video sync problems are found, 

the system can either alert an operator or induce 

delay adjustment using another Miranda processing 

card. 

Multipoint and Multiple Site Monitoring  

Miranda is now offering multipoint and multisite lip-

sync monitoring to combat lip sync and content 

mismatch wherever it may occur in the distribution 
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and delivery chain.  This can be accomplished with 

probes at points along the entire path generating 

fingerprints and sending them back to the server for 

comparison purposes.  This will allow pinpointing 

the exact place where the lip sync or mismatched 

content problem was introduced and allow someone 

to fix it much more rapidly than waiting for a viewer 

to complain.  

Does it contain the correct audio as 

expected?  

Fingerprinting can detect if the correct audio is 

playing with the video.   If the source is fingerprinted 

for both audio and video content then a system can 

compare video fingerprints to ensure it was the 

correct source.  Then it compares the audio 

fingerprints to ascertain it was the expected audio.   

The provider would want to know if the Spanish 

version of the audio was playing in China.   

WHATôS NEXT? 

Compressed audio video fingerprints and worldwide 

audio visual search capabilities are being researched 

by the DIVAS project.   More research is being done 

regarding indexing schemes for fingerprint databases. 

Watermarks and Fingerprints Cooperate  

If watermarks and fingerprints work together they 

can complement each other and bring about a greater 

sense of security for content owners. 

For example, a fingerprint can identify a particular 

piece of media, but it cannot tell apart two exact 

copies of that media.  In order to do that, a watermark 

would need to be employed to embed a unique 

identification value for each copy of the media 

stream or file.  This would allow a studio to be able 

to search the web to see if its pre-screen video had 

been leaked.   Then using the unique watermark the 

user that leaked the media could be identified. 

Combining Metadata with fingerprints can also lead 

to more opportunities.  Metadata can supplement 

fingerprints by associating external information with 

a particular piece of media.  Plus, fingerprints can 

actually automate the adding of metadata to particular 

media based on their fingerprint.  For instance if you 

were asked to add a new copyright notice to all 

Disney movies with the following fingerprints, a 

system could automatically do that. 

Additional business opportunities  

Since all fingerprints will have to be stored 

somewhere to catalog all of the media available, there 

are potential business opportunities to be found in the 

media server and database realm.  For example, 

Audible Magic has established a subscription based 

business leveraging its ownership database. 

These current and future applications establish an 

argument for standardizing Fingerprints, allowing 

multiple vendors to utilize the technology, increasing 

the value to content creators, providers and 

customers, especially as future applications are 

created. 

STANDARDIZATION  

The Need for an Interoperable Fingerprint Standard is 

similar to the need for an interoperable compression 

standard! 

When we talk about standardizing something we first 

need to understand what it is that we need to 

standardize.  It is not the utilization of fingerprints 

that needs to be standardized, but only the methods 

used to generate a fingerprint. 

For fingerprinting to work, we must standardize the 

signature data.  
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 An agreement needs to be reached on a universal, 

open-source, algorithm for video fingerprints and 

another one for audio fingerprints, and perhaps a 

combination.  Certain considerations need to be 

recognized regarding application of these fingerprints 

or signatures to both files and streams of data.  The 

standard must take into account things that we will be 

looking at down the road.   

SMPTE has created a group to standardize 

Audio/Video synchronization (S22-Lip Sync 

Evaluation Committee) and the ATSC Specialist 

Group on Video and Audio Coding (TSG/S6) is also 

looking into this issue and has created two working 

groups to strive for a solution.  Miranda has offered 

to allow their fingerprinting technology to be used as 

an open source standard. 

There are currently a plethora of different methods of 

generating a fingerprint and these are generally 

proprietary

. With a 

large 

number of 

devices to 

choose 

from 

broadcaste

rs and service providers will be compelled to 

seriously look at this technology, offering a better 

ñQuality of Experienceò (QOE).  

Synonymous to an MPEG bit-stream, there are 

standards for the data within the bit-stream, but there 

are many different encoder vendors.  A common 

fingerprint generation standard would allow facilities 

to have a mix of devices from different vendors.   

In order for the ultimate benefits of this technology to 

be realized; multiple vendors must cooperate with 

one another and arrive at a consensus regarding the 

standardization of fingerprint technology.  The use of 

an open standard for fingerprinting technologies will 

serve as a catalyst to many new applications which 

will ultimately provide ever increasing value to 

customers. 

CONCLUSION 

Media Fingerprinting is a form of identification for 

audio and video files and streams that can be utilized 

without altering the original content.  Fingerprints 

should not be confused with watermarks, since these 

modify the content.  However, they can work 

together.  Fingerprints are currently being used for 

many applications and the prospect of future 

applications remains numerous and promising.  The 

future prospects will only increase if the media 

community works together to standardize fingerprint 

generation schemes for both video and audio.  This 

would bring about great benefits for the content 

owners, providers, distributors and ultimately the 

customers.  Letôs do this! 


